Multifactor Authentication for Email

What is Multifactor Authentication (MFA):

* Multifactor authentication (MFA) is a security technology that requires multiple

methods of authentication from independent categories of credentials to verify a user's
identity for a login or other transaction. Multifactor authentication combines two or
more independent credentials: what the user knows, such as a password and what the
user has, such as a security token; MFA may also be referred to a 2FA, meaning there
are two ways of authentication.

There are several ways of receiving an MFA request.

After you set everything up, when you attempt to log in to your email you will be prompted for
your password, and then the MFA request will be sent.

Depending on the method of setup that you choose will depend on your actions to complete
the MFA. The options are:
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)
0.0

Phone call Cell- you will be prompted to hit a # sign on the phone.

Text- you will be prompted to enter a code that you get in the text to your cell phone.
Phone call Office Phone- This method is not recommended unless you are certain that
you will not be using email (Webmail) outside of ALC, and that you can go without using
the mobile Outlook App until you get back in the office. However, it and Cell call are the
easiest to set up.

App called Microsoft Authenticator that you can get from the app store. You click
approve on this or retrieve a code.

Once you sign onto Outlook or use the Outlook app on your mobile device, you will be
prompted to authenticate with one of the methods mentioned above. You will need to
re-authenticate with MFA every 45 days.

You will need to authenticate with MFA any time that you use webmail.

Please proceed with setting up your MFA preference at the following link/URL:
https://aka.ms/mfasetup. Once you setup your account you will get a notice to approve MFA

for your account and it will be delivered in one of the ways mentioned above. This will be the
last step of the setup process.

Please look this document over a couple of times, and then look over your method of choice a
couple of times and print before proceeding. The methods are following this section and are
labeled Cell, Office Phone and Mobile Phone.



To begin setting up your MFA method preference, sign into the link above with your email
address and corresponding password (This is also the password you use to log onto a computer

with). When you sign in you will see this message:

B IErGEont
Johmfish @alc.edu

| More information required

Your organization needs more mformation to keep

|
H your account secure

1 chifferent account

i Learns more

Click Next and you will see this page:

Step 1: How should we contact you?

To get started setting up your MFA, drop the box down and choose the type of Authentication

you wish:



secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authientication phone

Office phone

@ Mobileapp ]

Again, the methods are laid out following this section. Go to the section that covers the
method you chose and follow the directions to continue your MFA setup.

You can go back in and change the method ANYTIME by returning to https://aka.ms/mfasetup
anytime. For questions or assistance, please email SUPPORT@ALC.EDU.

NOTE: If you are currently using email from any other institution that uses Microsoft 365, when you go
to the above referenced link, it may go ahead and try to log you into that account. For example, if you
have a University of the Cumberland’s email and they use Microsoft 365, it may automatically log you in
as your U of C account instead of your ALC account, if you have used that browser to log onto that email
before. You will either need to log completely out of the other institution’s email or use a different
browser. If you use Edge for that, then use Chrome for ALC.



CELL



CELL

If you want to use your Cell, choose it from the drop down and choose USA and enter your Cell
number. Choose if you want a call or text. Enter your Cell number with area code.

btep 1: How should we contact you?

ntication phone v THISIS FOR A CELL PHONE

United States (+1 v BOB222R55S

Eunter United States and the
Cell number

ne a code by text mestage

CHOOSE EITHER A

CALL OR A TEXT
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Secure your accaunt by adding phone verification to youwr password. View video to know how to secure your account

Step 2: We're calling your phone at +1 6062225555

" Answer it lo continue...

If you chose TEXT, you will receive a text with a code.
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Secure your account by adding phone venfication to your password. View video to know how tosenurs youwr account

Step 2: We've sent a text message to your phone at +1 606xxxu

When you receive ification code. enter it here

<=3 enter the code you

recenveed in the text
vou received




Once you acknowledge, you will be redirected to this screen. Click Done.

‘ Step 3: Keep using your existing applications

| ¥Get started with this app password:

dkvfgrdgenad Ea <3 Disregard

Click Done m

This completes the setup if you chose Authentication Phone. Each time you need to be verified,
you will receive a call or text as below, depending on what you choose, as below.

What you will see when you need an MFA:

m Microsoft

@alc.edu

Verify your identity

I:I Text +X XXXXXXXX60
| % Call +X XXXXXXXXE0
i More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

What to do:



IF YOU CHOSE TEXT
B Microsoft
@alc.edu

| Enter code

[ We texted your phone +X XXXXXXXX60, Please
enter the code to sign in.

| Code
i e
; Having trouble? Sign in another way
More information
|

IF YOU CHOSE CALL

BY Microsoft
@alc.edu
Approve sign in request

Q% We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

Morte information

You can go back in and change the method by returning to https://aka.ms/mfasetup




OFFICE PHONE



OFFICE PHONE

(1 would not choose this unless you are sure
that you will not be using email anywhere besides in your office.)

If you want to choose your Office Phone as a method of MFA, choose it from the drop list and

choose USA from the drop down and enter your office phone number, with area code.
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You will see the screen you are being reached on your Office Phone: Answer and follow the steps.

@ your account

Step 2: Let's make sure that we can reach you on your Office Phone

by adding phone verification to vowr password. View video to know how to secure your accot

We are now trying to reach your office phone at «1 606368 XXXX Please follow the instructions on your phone

Once verified, it will proceed to this screen:
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{Btep 3: Keep using your existing applications

|

| et started with this app password:
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Click Done | ‘Done |
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Click Done and that completes the setup for Office Phone. You will get a call on your office phone
each time you need to do an MFA verification. You can go back in and change the method by
returning to https://aka.ms/mfasetup




MOBILE PHONE

Call and Text
Code



Mobile App

If you want to use the Mobile App, choose it from the drop down and choose either “receive
notifications” or “use code”. A “verification” sends an Approve or a Deny to your phone. “Code” is
retrieved from the app.

Click the SETUP to install the App on your phone. Make sure you do this before clicking Next.
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At this time, download the Microsoft Authenticator App from the App Store. And then proceed to
below: Note: to add an account, click the + sign in the top right-hand corner. Choose Work or School
as indicated below. Once created, click it to view\get the CODE specified in the screen shot below.
Go to the end of this section to see Phone App screenshots.

e e e

It the app displays a siv-digit code, choose "Next




Notice that when that screen closes and it goes back to the previous one (two images above),
that SETUP is now grayed out. Now choose NEXT. Enter the code on the app on the screen as show
below. (Click on your “account name” in the App to get the code.)

BEecure vour account by adding phone vencation to your password. View video bo vnow how 16 secw @ youw account

|i5tep 2: Enter the verification code from the mohile app

Enter the verhiestion code duplaved on youw app
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Werify

It will verify and then ask you to put in a number for recovery access. Enter a number and hit NEXT.
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The process of sitting the App section up is complete. You can go back in and change the method
by returning to https://aka.ms/mfasetup




Once you attempt to log on and MFA is needed, a push or code request will be sent to your phone.

e Click approve on your phone if you chose the “Notification Verification” in the fist of the mobile

app set up.

e Open the App and chose your “Account Name” and get the code if you chose “Use Verification

Code”

B¥ Microsoft

I vou chose App code
@alc.edu

Enter code

Enter the code displayed in the Microsoft
Authenticator app on your mabile device

1: aGe

Having trouble? Sign in anather way

Mare information

=! Microsoft I vou chose Notification Verifeation

bobdoe@alc.edu

Approve sign in request

@ Open your Microsoft Authenticator app and
approve the reguest to sign in.

| can't use my Miciosoft Authenticator app right now

Meare information
Morg information

FOR REFERENCE
on the Phone App
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| = Authenticator

Ready to add your
first account?

Add account

U TERISE “-!}II\ U SUTTOUT Al LiIUUHE Sean QR

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Fersonal account

*

Gther (Google, Facebook, atc)

Add work or school account

Sign in Scan QR code




Clich on account nmne 1o get code Line s code Wheh prompicd

Authenticator

Alice Lloyd College
bobdoe@alc.edu

Alice Lloyd Coliege

bobdoe®@alc.adu

Notifications enabled
You can use this device to approve notifications to
verily your sign-ins

One-time password code

097 287

[&\ Enable phone sign-in
€ Change password
= Update security info

@ Review recent activity

157

Notifications enabled

%] You can use this device to approve notilications to
verify your sign-ins

One-time password code

© 824 524

3 g
| Approve sign-in?
4 Alice Lloyd College
Q-; ( bobdoe@alc.edu '
e
Deny Approve
KO Review recent activity > 4




Should you decide to want to use a code instead of choosing approve on your phone, go back to

https://aka.ms/mfasetup and from the dropdown choose Use Verification Code From App and click
SAVE at the bottom.
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You will be asked to VERIFY, click Verify preferred option. Once you do so, you will be sent an MFA the
way you currently have it sat up.

on required

Ne detected that you made a changs to your preferred option. We need to venly it before saving youwr settings.
Verify preferred option cancel

Now when you sign in, you will be asked for the code in the app. As stated above, you retrieve the code
by clicking your Username in the app.
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Enter code

[# Enter the code displayed in the Microsoft
Authenticator app on your mobile device

| Having trouble? Sign in another way
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Again, you can return to https://aka.ms/mfasetupto reconfigure all settings.




